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Abstract »

With the proliferation of active power entities and grid sensors, the modern electric grid is
transforming into an information-rich and adaptive infrastructure. While these data and
actuation capabilities can be leveraged to run the grid more efficiently - these can also be
exploited and perturbed to perpetrate cascading outages in the power grid. In this talk,
stealthy cyber-attacks targeting transmission, distribution and microgrid levels will be
presented. The physical impacts of these attacks on grid states will be highlighted. Then,
mitigation strategies that can offset these impacts will be presented. Furthermore, challenges
associated with training data-driven models for the power grid will be discussed along with
how these can be exploited to glean important insights into power grid operations, make
erroneous decisions and stealthily alter inferencing will be presented.
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